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NO.1 Which of the following has been used to evade IDS and IPS devices?
A. SNMP
B. HTTP
C. TNP
D. Fragmentation
Answer: D
NO.2 Which of the following are examples of some of the responsibilities of a corporate CSIRT and
the policies it helps create? (Select all that apply.)
A. Scanning vendor customer networks
B. Incident classification and handling
C. Information classification and protection
D. Information dissemination
E. Record retentions and destruction
Answer: B,C,D,E

NO.3 Refer to the exhibit.

We have performed a malware detection on the Cisco website. Which statement about the result is
true?
A. The website has been marked benign on all 68 checks.
B. The threat detection needs to run again.
C. The website has 68 open threats.
D. The website has been marked benign on 0 checks.
Answer: A

NO.4 Which CVSSv3 metric value increases when the attacker is able to modify all files protected by
the vulnerable component?
A. confidentiality
B. integrity
C. availability
D. complexity
Answer: B

NO.5 In VERIS, an incident is viewed as a series of events that adversely affects the information
assets of an organization. Which option contains the elements that every event is comprised of
according to VERIS incident model'?
A. victim demographics, incident description, incident details, discovery & response
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B. victim demographics, incident details, indicators of compromise, impact assessment
C. actors, attributes, impact, remediation
D. actors, actions, assets, attributes
Answer: B
NO.6 In Microsoft Windows, as files are deleted the space they were allocated eventually is
considered available for use by other files. This creates alternating used and unused areas of various
sizes. What is this called?
A. network file storing
B. free space fragmentation
C. alternate data streaming
D. defragmentation
Answer: B

NO.7 Which of the following is not a metadata feature of the Diamond Model?
A. Direction
B. Result
C. Devices
D. Resources
Answer: C
NO.8 Which string matches the regular expression r(ege)+x?
A. rx
B. regeegex
C. r(ege)x
D. rege+x
Answer: A
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